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ABSTRACT

Modern OSs, including Linux, show high scalability by adopting a monolithic kernel design, but have weak security
because they share all memory space. This study presents a kernel module that are isolated inside the kernel using
WebAssembly. WebAssembly provides a high-performance virtual machine by defining a low-level instruction set while
guaranteeing memory safety. In this paper, the WebAssembly execution environment is implemented inside the kernel,
allowing developers to control the operation of kernel modules and achieving higher security.
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Fig. 1. WebAssembly kernel module design
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1| (import "kernel" "spin_lock_irg"

2 (func $spin_lock_irqg (type 0)))

3| (import "kernel" "spin_unlock_irqg"

4 (func $spin_unlock_irq (type 0)))

5| (import "kernel" "radix_tree_lookup"

6 (func $radix_tree_lookup (type 1)))

3| call $spin_lock_irq

Fig. 2. Example of Host Kernel APl in
WebAssembly
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// kernel's global variable
extern nr_cpu_ids;

// ORIGINAL CODE
// nr_cpu_ids access
6| static int setup_queues(struct nullb *nullb)

{

8 nullb->queues = kcalloc(nr_cpu_ids, sizeof(struct
nullb_queue),

9 GFP_KERNEL);

10 /] ...

1| }

13| // WASM CODE

14| // Instrumented code

15| static int setup_queues(struct nullb *nullb)
6] {

17 __wasm_copy_nr_cpu_ids_from_host(); // Getter

18 nullb->queues = kcalloc(nr_cpu_ids, sizeof(struct
nullb_queue),

19 GFP_KERNEL);

20 /] ...

21 __wasm_copy_nr_cpu_ids_to_host(); // Setter

2| }

Fig. 3. Example of Host Kernel APl in

WebAssembly
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// x86 architecture
cmpxchg(ptr,0,1);

typeof__(*(ptr)) __ret;
__typeof__(*(ptr)) __old = (e);

6 __typeof__(*(ptr)) __new = (1);

7| volatile u16 *__ptr = (volatile ui16 *)(ptr)

1
2
3| // expanded code in x86
4
S

3| asm volatile(lock "cmpxchgl %2,%1"

9 ¢ "=a" (__ret), "+m" (*__ptr)
10 :"r" (__new), "e" (__old)

11 : "memory");

2| //...

13| // expanded code in Web Assembly

14| __call_runtime_cmpxchg(ptr,e,1);

16| // Web Assembly Runtime Implementation

17| runtime_cmpxchg(wasm_ptr wasm_idx, int old, int new){
18 void* host_ptr = wasm_linear_memory_base_addr +
wasm_idx;

19 cmpxchg(host_ptr,old,new);

20| }

Fig. 4. WebAssmebly's x86 macro APl example
code
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Table 1. Simple Character Device 10

1O operation IO(KB/ms) switch cycle
wasm read 2314 1231cycle
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